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Wireless Technologies, Standards, and Certifications

1. Define the roles of the following organizations in
providing direction and accountability within the
wireless networking industry

. IEEE
. Wi-Fi Alliance
- Regulatory Domain Governing Bodies
2. Define basic characteristics of Wi-Fi technology
. Range, coverage, and capacity
. Frequencies/channels used
. Channel reuse and co-location
. Active and passive scanning
. Authentication and association
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Power saving operation
Data rates and throughput
Dynamic rate selection
The distribution system and roaming
Infrastructure and ad hoc modes
BSSID, SSID, BSS, ESS
Protection Mechanisms
3. Summarize the basic attributes and advantages of
the following WLAN standards, amendments, and
product certifications
Wi-Fi certification
802.11a
802.11b
802.11qg
. 802.11n
Wi-Fi Multimedia (WMM) certification
WMM Power Save (WMM-PS) certification
Wi-Fi Protected Setup (WPS) certification
Push-button
PIN-based
Wi-Fi Protected Access (WPA/WPA2)
certification
Enterprise
Personal
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1. Wireless Technologies, Standards, and
Certifications
Hardware and Software
Radio Frequency (RF) Fundamentals
Site Surveying and Installation
Applications, Support, and Troubleshooting
Security & Compliance
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PAN ( Personal Area Network)
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LAN (Local Area Network)
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MAN (Metropolitan Area Network)

WAN (Wide Area Network)
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Certified Wireless LAN Administrator
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Certified Wireless Networking Expert
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- CWSP (Certified Wireless Security ju « 1 wigs duay -
LSSl S il & a2 0K Glap o sProfessional)

- CWNT saigs e 0555 0l Ctae cold sLa¥) adn iy Lozge b S Jl- 8 5 —
Sy os oyu(Certified Wireless Networking Trainer)
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Steps Certifications Exam Code Certified Logo
| Thomeon Prometos or
VUE Paaracn Tast Cantar)
Step1 | CWNA — Certified Wireless Network PW0-100 cwna
Administrator Wireless LAN Administration
&
Step 2 CWEP — Cerified Wireless Security Professional PWWR-200 CWSD
Wireless LAMN Security
Step 3 CWAP — Certified Wireless Analysis Professional FWW0-300 Cwne ;
Wireless LAN Analysis
Once a candidate has earned the CWNE Cwn p
certification, this candidate is exempt from CWNP
recertification requirements
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1 - Wireless Technologies. standards. and
certifications

Y Jpadl o QU Vs (g gt

1.1 wireless Technologies , standards, and certific ~ ations

1.2 Define the roles of the following organizations in providing direction
and accountability within the wireless networking i ndustry #

1.3 Define basic characteristics of Wi-Fi technolog y#

1.4 Summarize the basic attributes and advantages o f the following WLAN
standards, amendments, and product certifications
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1.1 Define the roles of the following organizations in
providing direction and accountability within the
wireless networking industry

§igrl po Joladll pdsins @I el 5 CESE Jaw gI OlgL (et Ladl e OB Ly WS
dﬁﬁﬁ‘jQ)\fcﬁMﬁfﬂyMﬁM\e.\:ﬁmﬁ&ic@:ﬁ:}.\r}a@é\éé\}i\
P.zjgzg\é‘:g\}l\m&ocn‘_}.aw\.g&p\é Ol o SN 20 L ol 9 1S 5 Shindys 37 %

* IEEE
* Wi-Fi Alliance
* Regulatory Domain Governing Bodies
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@ I E E E Institute of Electrical & Electronics Engineers, Inc.

(Institute of Electrical and Electronics Engineers)
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IEEE 802.1 Bridging (networking) and Network Manage ment
IEEE 802.2 Logical link control (inactive)
IEEE 802.3 Ethernet
IEEE 802.4 Token bus (disbanded)
IEEE 802.5 Defines the MAC layer for a Token Ring (  inactive)
IEEE 802.6 Metropolitan Area Networks (disbanded)
IEEE 802.7 Broadband LAN using Coaxial Cable (disba nded)
IEEE 802.8 Fiber Optic TAG (disbanded)
IEEE 802.9 Integrated Services LAN (disbanded)
IEEE 802.10 Interoperable LAN Security (disbanded)
IEEE 802.11 Wireless LAN & Mesh (Wi-Fi certificatio n)
IEEE 802.12 demand priority (disbanded)
IEEE 802.13 Cat.6 — 10GDb lan (new founded)
IEEE 802.14 Cable modems (disbanded)
IEEE 802.15 Wireless PAN
IEEE 802.15.1 (Bluetooth certification)
IEEE 802.15.4 (ZigBee certification)
IEEE 802.16 Broadband Wireless Access (WIMAX
certification)
IEEE 802.16e (Mobile) Broadband Wireless Access
IEEE 802.17 Resilient packet ring
IEEE 802.18 Radio Regulatory TAG
IEEE 802.19 Coexistence TAG
IEEE 802.20 Mobile Broadband Wireless Access
IEEE 802.21 Media Independent Handoff
802.22 Wireless Regional Area Network
L 26 Lyl s st
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Wireless LAN & Mesh (Wi-Fi certification)
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Define basic characteristics of Wi-Fi technology
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* Range, coverage, and capacity
* Frequencies/channels used

* Channel reuse and co-location

* Active and passive scanning

* Power saving operation

* Data rates and throughput

* Dynamic rate selection

* Authentication and association

* The distribution system and roaming
* Infrastructure and ad hoc modes
*BSSID, SSID, BSS, ESS

* Protection Mechanisms
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Range, coverage, and capacity
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Frequencies/channels used
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5 GHz

Mumber of 112 channels available = 12
Distance to cell with same channel is at least 2 cells.
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Data Rate and Throughput
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DRS Rate Adjustment Estimates

Rate Distance (in feet) Frequency Power
54 Mbps 60 5 GHz 40 mW
48 Mbps 80 5 GHz 40 mW
36 Mbps 100 5 GHz 40 mW
24 Mbps 120 5 GHz 40 mW
18 Mbps 130 5 GHz 40 mW
12 Mbps 140 5 GHz 40 mW

9 Mbps 150 5 GHz 40 mW

6 Mbps 170 5 GHz 40 mW
11 Mbps 140 2.4 GHz 100 mW
5.5 Mbps 180 2.4 GHz 100 mW

2 Mbps 250 2.4 GHz 100 mW

1 Mbps 350 2.4 GHz 100 mwW
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Authentication and association
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Shared key authentication

Open system authentication
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Shared key authentication
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The distribution system and roaming
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Mumbar of 112 channels available = 12
Distance to call with same channel is at least 2 cells.
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SSID is HOME-AD HOC

Open system authentication is enabled

WEP is enabled
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The WEP encryption key is 104 bits long, in
hexadecimal format, using key index 1 (the first

encryption key position), and consists of the sequence
"19a8bce753ed4e6a410b730fa4".

L@ g pall dal ) st



Wireless network properties
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SSID is HOME-AP
Open system authentication is enabled.
WEP is enabled . s us i

The WEP encryption key is 104 bits long, in
hexadecimal format, using key index 1 (the first

encryption key position), and consists of the sequence
"8e7cd510fba7f71ef29abc63ce".

Wireless network properties @@
Associgtion | Authentication . Connection

Network name (SSID}  |HOME-AP |
Wireless network ke

Thiz netwark, requires a ke fior the followang:

Metwork, Authenbicaton: _Dpen w |
Data encryption: -WEF' " |
Metwork, key: esssssssssssssssssssnse
Confirrn netwiark, ke [assssssssssssssssssssas
K.ep index [advanced] .1 -

w

[] The key is provided for me automatically

[] Thiz is a computer-to-computer [ad hoc] netwark; wireless
acceszs poinks ane nok used

L 0K | [ Cancel
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ol JSed ¢ 2 W g1 Savinfra

5" Wireless Network Connection 3

Metwork Tasks

-‘.', Refresh network list

information,
.._2. Setup a wireless netwaork ({ ;.J gra On Demand 52?
for & home or small office ﬁ
Unsecured wireless netwark IIIII
Related Tasks ({ﬁ)) M Ehati
ji-" Learn about wireless ’“_r' Security-enabled wireless netwark (Wea) n[l[lﬂ[l

networking

Change the

preferred networks

'g'ﬂ Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get mare

order of

({i:") Kerouac

*_F’ Security-enabled wireless network

Free Airport WiFi

Unsecured computer-to-computer network

This network is configured for open access. Information sent over this network

may be visible to others. If you want to connect to this ne

twork, dick Co

sad hoc o | b du 10 Jlasil sls S0 0 S5 s 3 biod 5 gk o) Bl

infra

ferd T Connect te & netwok

Disconnect or connect to another nebaork

Shee | AR -
Ko< Fiar Profie Connected

M Ad Hoo The sestings sawed on this compater fod the netwark 3o
LR niot reatch the requirements of the neteork

5- EAP-TLS Profie Secuity-erabled network

SELup  iennsbion o nebetik

Wit g ring Cent

A
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BSSID
Basic Service Set Identifier
o) Sloddl ds ot B pas

)=l Ethernet MAC 0/ 5 1is BSSID O ey ( Sy jler IS Wb O jas

o sl 529 Media Access Control Address » MAC Address J';
P i edy B O g danall BB e Gl ol Ol g Ol gl s g choddl 8 ey S
o A @y S pe s S Y pl oBy) (S gl (S (Sl JST ells O o pdl)
e 3 La LS ad asds o 281 mad 3y sl Bl e 2ST ) I leadl U Uy 5 ot &S 200

S i g Lyl g Sty g eSS oy o

3 DWL-900AP+ - Microsoft Internet Explorer

File Edit View Favorites Tools: Help |-
G Back v o= - @ i | @Search [ Favarites Q@Media Qﬁ | %v =) @ - J'_;j

Address [ €] http:/j192.168.0,50/st_devic html | e |Links 2

Home Advanced Tools Status IIE_

—— . i

Firrmware Wersion 2.56 , Tue, 11 Mar 2003
Device Info Ethernet

MAC Address 00-80-CB-AC-7F-EOD

IP Address 192.168.0.50
Subnet Mask 255.255.255.0
Gateway 0.0.0.0

DHCP Server Disabled

Wireless

MALC Address 00-80-C5-AD-86-04
S3ID 110

Encryption Function Disabled
Channel 1
AP rmode Access Point

i

9

Help

[=3] l_ ’_ l_ |4 Internet

S B
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data link layeriik,

B peas F1 9 BSSID po )3 SU1 25 ke BESSID 5 5¢ie Sas o)l V) J 51> Ly
s Lot 1S5 ¢ RS 5 oSl B3l 0 S8 Ly d iy SSID (0 ol
oJ}J}Me\M\ O3 g,.:,u‘_p..}\w

SSID
Service Set IDentifier
Slodd-| i go Bins

o SSID Lt is ot Pne Uil ALt i)l ) g2 SSID Sl s ot Byo
(@eally 35S DY B Dl 2 L) 5 B 3B o Uk fa B R LS
S OIS @ oy ) ddes (ST LSO A oo o ) Les U1 BTl s pusiny

Sl OIS (6l iy A s e 5
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IS Fap plusual paidlS) I8 5 2 S dhad er IS Y o H a.JT i s ade
sl Uit sl MAC &ilpd bl 8k albsualy Ll e Gied) SIWPA
JWy &b 2ol g1 ik ae b e s pas ¢ DCaptive Portals)
olels 1 A2 ) J 5o o

S sl WLy SSTD Sleid- is st Dme Loyl Dyl LS| 7 81 b L8 s
S ol godsenndl a5 3 ASUd) ASC2) ol e At 0 alisian) (S L Tala) o 8
g Bd) gl O 93Y) aldsunly (S8 AY o 1) edsdl ax g & Uwsr Laol ¢ 7] pons
Sladd| 48 ot Bas S| ot Lome Sl p o Jpadly SO BCE e UL

SSID.
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LINKSYS'

A Devision of Cisco Bysiem, inc

Wireless

Wireless Nelwork

D-Linlc

Rerllcing Metworkcs for Peopls

Wireless-.G Broadband Router with S

Accean Applications
Resificlions & Germing

Basic Wirdeds Setngs M alits Sacirt Wiraleds WAL Flles |

Setup Security

Wireless Nebwork Mods Mixed |
Wireless Network Name (5505 ||

Wiesless Channe! B-2437GH:z E

Wirelesz S50 Broadcast COEnable (%) Disable

= Seve Senings ]| Concel Changes

ok e I g

—‘:tlirjpﬁlus —"
High-Speed 2.4GHz Wireless Router

Home Advanced  Tools  Status

Help

Wil ees Somimgs

Thesa arz tha wireless sellings for the AP[Access Paind)Poron,
Wireless Radio & on O Off
(5510 : [HomeNe: 1)
Channel | |6 | [] Auto Select
& open Systern O Shared key O wea O WPA-PSE
{2} Emahbled & Dizabled
T
HEx_v|
= 0O00o0E
¢ | DO0000A0CD
000000
> [D0000M000

Sudherdicalion ;
WEP :

WEP Encryplion :
Ky Tyge -

oyl -

Bey2:
Fey3:
Koyd -

2 9O

Apply Cancel Help
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BSS
Ll claadll de gana
Basic Service Set

SN g B IS B ] el ala e deiw Bjleas Jo B 802,11 K 01
pobniy (802,11 Sl s e &l3BSS Tylas si(Basic Service Set
st gl J s gl 3t 5 ( ACCESS POINt g Gl Bt 3 b 8 LIS 08 oSl
(il g o BSId) BSCH a Jo Al Sy el Uity L) Sler 2 SAP )
G r 6 T B Blay) Bhos i Lod o CBge ISy gy UL Uil psly S
(S5 At a2 wze J) a1 Wireless Network &S

I PC
- * - L Internel
PCl B o N i
|

Etharner LAN Reowlar
LUSR ’ ‘ ii‘f et \
Nokbook ¢ lasy LAN. (LG8

T '\ﬂ""'
Access Foint SwitchyHub g
PCMCIA & ‘ ,}:.-_ e

Matebaok P n
Warksiotion Sarvar

ESS
Extended service set

i sy« BSS iy dds o dSCin A S Gl S 0S5 OF 0L oy & oSS
O 58 Ll A1 & Ky (Il I3y 2 J] gl Y B 0L s Gy AP ((31y 5o
i pl s Ll B aadl gaay dlan Jpedl BB 0SS (W due e
055y « Ethernet ws a2 &) s 055 w18 iy (Distribution System
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Access Point
SSID: masterichi

Access Point
SSID: masterichi .~

el Router/Switch =

-
@

Extended Service Set (ESS) Copyright 2007 Wirelessinfo-R-US blogspot.com

d iy SSID Ol s U el o 28T 8 S \gans e BSS (o Bs 02 52 03
Qg3 A1 8Ll o3

IBSS
Independent Basic Service Set

g2s S by Sy S 5 g P Ar1 O gy ASUSI &5 Y1 Ly ool il pbsiny B e 5o
AD HOC
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802 11b Metwork - IBESS Mode
(Independant Basic Service Set) PG with Client Card
YWireless clients can communicate |
with all other wireless devices.

P Cowith Client Card

[

PCowith Cliant Card

=
- =
PCowith Client Card

PCowith Client Card

Protection Mechanisms

IS 5 Y Ly 3 b dB 5 CULY |8 448 G b 3 LU s AL WIS Joles
Ul &3 A Juall Comnt. D 802,11 401y slazy Jibst Y | s adsuing | 405 802.11

ol e D4 () 28 o bl (8 J2 eeuwnd 802,11 Jae d Ol pgadl e el b £
7 50 5 s aif Lo aliy o) el Ui 0 3l 48T

b ol e 11 1) 6.5 o S5 UL B Jutae OF USCiss oSy oo

it 15,0 80211 U 5y sod ao i 555 ) W 388 J S 55l Bl O g U
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dd LS el
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802.11b only mode

ans Joladlg 802,11 o adass 35D 802,11 oous & 1Y V) Lo oy ¥ Lk 52

PRI
802.11g only mode

3 4 oD 802.11 oS pkines 350 802.11 o5 3561 Jo W) oz ¥ aBLLS
"Pure G" 5 "G only" ta s

oy
802.11b/g mode
81 o) AaMall oy gy S e 031! 1 5,

Intel(R) Wireless WiFi Link 4965AGN Properties 2

General [_Advanced ) Driver | Power Management

(lntel
The followirg propesties ae avalable for this nebwork. adapter.

Ei Chck the property wou want to change and select a new value,

Propesty:

Fat Charinel [nbobsrant
HD Mode j

Prrnsamr Wl arusnsmmrd

Degcnphon:
Mate: This setting is not vabd when 8021 1nMode i enabled ~

Use to avoid data colisions in & moced 802 116/802.119
ervironment. RTS/CTS should be uted in an envieonment whese
cherts may not hear each other. CT54o-2el can be used to gan

Hardware Version: 210,40
MAC Address: 00 10:EQr06: 20

| ok ][ cance |
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) o WS ey 5 Blptll B S g S Y plane o 1308 Ogde 0l 5 g ALY ada LAY gy
g)ba@

33k 19 5 b Lot & jler 18 5> woisy Mixed Mode ksl Ladly 18 oo
gaedt
protechted mode j protected mechanism — tels e s

=} Actiontec - Microsoft Internet Explorer g@gl
Fle Edk Wiew Favoites Took  Help i
Qe - ) - (%] (2] €0 Flsewt Spreone £ - 00 B D3

Haddre -.;".'_'| bt 192, 365, 1. 8 frogi- binfwabxm W ﬂﬁa

Actionted

[ Maan ] [ Batup ] | Status ] [ Utilities ] | Halp ]
wirelass Setup Wireless Advanced Settings
wireless Sattings By disabling 'S5I0 Broadcast’, you can prevent intruders from associating to

i i i
Wealeat MAC Rithaotication your wirglass netwaork by usimg "aNY' SSID.
A ey L AT The B02.11k/g mode setting allows you to restrict access to your wiraless

network wusing anly 802,11k or 802,119 cands, We recommand that you keep
Baveand Fostart the default (Mixed Made)

Click Next to continue,

(SS]D Brosdcast: @ Disable t'_LEna':nIe)

202.11b/g Mode: | Mixed

[Back] M

Copyrght 2061, 2002, 2003, 2004 Adwotes Blechonics Inc

£l 0 Inbeeret
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Lﬁlﬁ )5 mlaa 1 GUIGY Juadl
Summarize the basic attributes and advantages of the
following WLAN standards, amendments, and product
certifications

. Wi-Fi certification
o 802.11a
o 802.11b
o 802.11¢g
o 802.11n
. Wi-Fi Multimedia (WMM) certification
. WMM Power Save (WMM-PS) certification
. Wi-Fi Protected Setup (WPS) certification
o Push-button
o PIN-based
. Wi-Fi Protected Access (WPA/WPA2) certification
o Enterprise
o Personal

L@ s o) Al ) i
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802.11b

Sl

oo e 3l G S gy e o [EEE 055830915 sl g1 uiigd Sl dgdl) Bole
F o QU Lay Gyl 2SS S S S5 ST e 525 1999 (i) Sk
1999 st ds J S 59 ) 1 o5 @) S ) 0 G 7 )

dedsunnd ) il

S ot UL & oo ) 802,11 LY jLalt 0 ol [EEE 802.11D jlms joveny

W@ caes 11 5 5.5 5T

Direct Sequence sl atdl pe ¢ 5l Gilall" o5 oo 5 Bals J S 59 ) 1 pdsicsny
P AN daasdl L1 Bl e s el JersSpread Spectrum — DSSS”

GHz. 5 pas 2.282 5 2.412 35 3 o b 1 9 5 ISM ikl 5 dsdall s inall

¢ s W as Badsandl 45 Gt O il 9 Olas A1 2 g
http://www.informit.com/content/images/irf_guide se curity f
ogie/elementLinks/0917tab01.jpg

Channel | Frequency (GHz) Range Channel Range
1 2412 2.401 -2.423 1-3
2 2417 2.406 - 2.428 1-4
3 2422 2.411-2.433 1-5
4 2427 2.416 - 2.438 2-6
5 2432 2.42]1 -2.443 3-7
6 2437 2.426 - 2.448 4-3
7 2.442 2.431-2.453 5-9
3 2447 2.436 - 2.458 6-10
9 2452 2.441 - 2.463 7-11
10 2457 2.446 - 2.468 3-11
11 2462 2.451-2473 9-11
12 2467 2.456-2.478 Not US
13 2472 2.461 - 2.483 Not US
14 2.484 2.473-2.495 Not US
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Wi-Fi Multimedia (WMM) certification

Sl andl Jag Uiy SULY 8 ke sy 3 OIS e ASILON) SIS Cons!
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Wi-Fi Multimedia  jur s Wifi alliance @b ¢! 8t oo 4 gt ds i cwld 1l
(WMM) certification
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- Complies with 802.11n standard, Backwards Compatible
with 802.11 b/g

- Wi-Fi Multimedia (WMM) Support for Quality Video &
Voice Streaming over Wireless Connection

- Advanced Wireless Security Transmission with
WPA/WPA2 and 802.1x Support

- Support WPS (Wi-Fi Protected Setup) for simple
security setup

To Bl A Lyl @y "y g ST %gug Falytdag

45\.6...0\}0 a.:\.bj

NBG-334SH

802.11g Super G Wireless Firewall Router

Twice The Speed And More Coverage For Homes And
SOHOs

802.11b/g High Power Wireless Connectivity

Optimal Wireless Range and Performance of Up To 108
Mbps Data Rate With Super G Technology

Advanced Media Bandwidth (MBM2) for Efficient

Itimedia Bandwidth Allocation
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Advance Wireless Security Transmission with WEP
Encryption and WPA/WPA2 Support

802.11e/Wi-Fi Multimedia (WMM) Support

%

Lo (S Ay b slag

Dell Wireless 1350 WLAN Mini-PCl Card Properties

 General| Advanced | Diver | Resouces|

The followng propetties are avadable for thas network adapter. Chck
thee: peopeerly wou weant 1o changs om the ledt, and then selact itz value

or e fight.
Fropesty:

Waluer

Rty E nable/Tizabie
Rate

Fioam Tendency
Roaming Decanon
RATS Thisshold

5510 Autopeomate

WLEM Priotity S |
WAL 1BSS Chanreed Mumber
WD Managed Ethemet M

|Enabied =

At
[hizabled

]
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Wi-Fi Alliance WMM Power Save Certification

MORETTI'S IN'"FOWER SAVE"

EL0rging [Aitist

Eﬁdﬁ?ﬂ‘ﬁrightiﬂ btainabile .2 CIERD
Wi, G A HO0n =0k, com TOMIN

398 P 5 Sl g Bl Jue @ et B 5T 3 U ) I Al g3 2l 5 UK pST oS
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Broadcom AirForce BCM94704AGR Dual-Band 802.11a/g
Access Point

Broadcom AirForce BCM94309CB Dual-Band 802.11a/g PC
Card

Cisco AIR-AP1231G-A-K9 with AIR-RM21A-A-K9

Conexant 802.11a/g PRISM WorldRadio

Marvell Semiconductor 802.11a/b/g WLAN router

Ralink 802.11a/g Mini PCI

Winbond Mini PCI 802.11a/b/g WLAN Client
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WPS (Wi-Fi Protected Setup)

Wi-Fi PROTECTED

SETUP
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PIN (Personal Identification Number)

it Connecttoa Network

Type the network security key

Security key:

[C] Hide characters

You can also cennect by pushing the
butten on the router,
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PBC (push a button)
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NFC (Near Field Communication)
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EAP Extensible Jss;,wpa2 ,issd b sl o -
Authentication Protocol
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Sitecom WL-308 Wireless 300N XR router
The WL-308 Wireless 300N XR router has a WPS hard b utton
to create a secured connection instantly. WPA-TKIP and

WPA-AES encryption are also supported.



LS ! piid 3 ,b

Wi-Fi Protected Access (WPA/WPA2) certification
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Hardware and Software
Identify the purpose, features, and functions of the

following wireless network components. Choose the
appropriate installation or configuration steps in a given

scenario.

1 Access Points
Lightweight
Autonomous
Mesh

NI:II:II:II:II:II:II:II:II:II:II:II:II:I

Wireless LAN Routers

Wireless Bridges

Wireless Repeaters

WLAN Conftroller/Switch
Distributed AP connectivity

Direct AP connectivity

Layer-2 and Layer-3 AP connectivity
Power over Ethernet Devices
Midspan

Endpoint

Identify the purpose,features, and functions of the

followmg client devices. Choose the appropriate installation or
configuration steps in a given scenario.

[

O O .3 .3

PC Cards (ExpressCard, CardBus, and PCMCIA)
USB2, CF, and SD Devices

PCI, Mini-PCI, and Mini-PCIe Cards

Workgroup Bridges

Client utility software and drivers

106

A el Al ) (ke




A

N

107 gyl A5l (ke




